APLR Surveillance Use and Impact Report ANNEX
State of California Civil Code Sections: 1798.90.51. and 1798.90.53

The State of California has Civil Code Sections which much be met for all Agencies
and Companies in the State to use ALPR Technologies. While all the items bellowed
are also detailed in the ALPR Surveillance Use and Impact Report, the Code
requirements specify they must also be detailed in a separate document. They are
enclosed in this ANNEX to the Reports.

California Civil Code Sections: 1798.90.51. Privacy Policy and 1798.90.53 Third Party
Sharing Requirements.

An ALPR operator shall do all of the following:

(a) Maintain reasonable security procedures and practices, including operational,
administrative, technical, and physical safeguards, to protect ALPR information from
unauthorized access, destruction, use, modification, or disclosure.

The data collected by BART’s ALPR system will be maintained in a secure location at
the NCRIC where physical access is limited to authorized individuals and includes
physical access protections and firewalls.

All ALPR data is immediately transmitted to the NCRIC data center for storage, in the
NCRIC offices in the federal building in San Francisco. NCRIC facilities have 24/7
staffed security, multiple locked doors requiring both electronic keys and knowledge-
based PINs. Only active NCRIC employees that also possess a valid security clearance of
SECRET or better are allowed physical access.

All activity is logged for audit and tracking purposes. Audits are available for an agency
to view the actions of their officers.

If an ALPR operator accesses or provides access to ALPR information, the ALPR
operator shall do both of the following:

(a) Maintain a record of that access. At a minimum, the record shall include all of the
following:

(1) The date and time the information is accessed.
(2) The license plate number or other data elements used to query the ALPR system.

(3) The username of the person who accesses the information, and, as applicable, the
organization or entity with whom the person is affiliated.

(4) The purpose for accessing the information.



(b)(1) Implement a usage and privacy policy in order to ensure that the collection, use,
maintenance, sharing, and dissemination of ALPR information is consistent with respect
for individuals' privacy and civil liberties. The usage and privacy policy shall be available
to the public in writing, and, if the ALPR operator has an Internet Web site, the usage and
privacy policy shall be posted conspicuously on that Internet Web site.

(2) The usage and privacy policy shall, at a minimum, include all of the following:

(A) The authorized purposes for using the ALPR system and collecting ALPR information.

BART ALPR Impact and Use Report specify the purpose and use and rational why
ALPR technology is used. BART’s Automated License Plate Recognition (ALPR)
technology seeks to increase the confidence of the public while using BART’s public
transportation system. Specifically, this technology seeks to provide two improvements:
first, to improve the safety and protection of patrons, employees and their vehicles while
in BART owned and operated parking areas and garages. The ALPR system records of
vehicle license plates. Data collection shall be limited to vehicles entering or exiting and
parking on BART owned and operated property.

(B) A description of the job title or other designation of the employees and independent
contractors who are authorized to use or access the ALPR system, or to collect ALPR
information. The policy shall identify the training requirements necessary for those
authorized employees and independent contractors.

Access to ALPR collected data and images shall be restricted to the following
personnel:

All persons designated by the BART Police Department as video surveillance system
users.

BART personnel involved in the operation, installation and maintenance of the ALPR
and associated camera system.

Customer/Public Access (Restricted per the Surveillance Ordnance)

Per Court Order or Subpoena, or as requested by Law Enforcement Agencies for case
investigation.

Office of Independent Police Auditor.

BART Police Officers for conducting criminal investigations.

BART Executive Management as required.

All personal using BART’s ALPR shall be authorized in writing and must receive training
on system access and administration. ALPR system training will be provided by BART
internal staff and, where necessary related, service providers. Training will consist of
ALPR operation, installation, data protection and administration of the BART ALPR
System and ALPR Data. Technical training will be hands on and via electronic instruction.
For both fixed and mobile systems. Police will mainly use the fixed system and Parking
Compliance Officers will mainly use the mobile or hand-held systems.



(C) A description of how the ALPR system will be monitored to ensure the security of the
information and compliance with applicable privacy laws.

The ALPR Data Collection will be monitored by BART Police and be subject to Police
and or State Auditors to ensure the security of information and compliance with
applicable privacy laws.

Such data will not otherwise be disclosed/released by the BART Police
Department without the consent of the Chief of Police and District Legal. If an
ALPR operator is required to provide access to ALPR information, the ALPR
operator shall do both of the following:

Maintain a record of that access. At a minimum, the record shall include the following:
(1) The date and time the information is accessed.

(2) The license plate number or other data elements used to query the ALPR system.
(3) The username of the person who accesses the information, and, as applicable, the
organization or entity with whom the person is affiliated.

(4) The purpose for accessing the information.

As noted in the he Impact and Use Reports, and the Surveillance Ordinance,
the ALPR information shall only be used for the authorized purposes
described therein.

(D) The purposes of, process for, and restrictions on, the sale, sharing, or transfer of
ALPR information to other persons.

ALPR Data collected by BART shall not be sold under any circumstances.

BART shall maintain reasonable security procedures and practices, including
operational, administrative, technical, and physical safeguards, to protect
ALPR information from unauthorized access, destruction, use, modification,
or disclosure. The Administrator of the data collection, the NCRIC will not
share information with ICE or any agency conducting immigration
enforcement or removal operations. Information is only shared with other law
enforcement possessing a need and legal right to know.

In response to subpoenas

Pursuant to a Court Order

Criminal Investigations by Law Enforcement Agencies

In accordance with all applicable California State law

BART’s citation processing agency

NCRIC specifies that Immigration enforcement is not considered a valid justification for
use of the system. As such, ICE and any agency or officers working immigration
enforcement or removal processes are not permitted to use the system.



(a) A public agency that operates or intends to operate an ALPR system shall provide an
opportunity for public comment at a regularly scheduled public meeting of the
governing body of the public agency before implementing the program.

Public Notice of Surveillance Technology is required at Public Meetings via the BART
Board of Directors Meetings; if approved then notification would be via the BART
Website and via posted signs informing the public of the surveillance Technology in use.

(b) A public agency shall not sell, share, or transfer ALPR information, except to another
public agency, and only shall share data as otherwise permitted by law.

BART shall not sell any Data collected by the ALPR. BART shall maintain
reasonable security procedures and practices, including operational,
administrative, technical, and physical safeguards, to protect ALPR information
from unauthorized access, destruction, use, modification, or disclosure. The
Administrator of the data collection, the NCRIC and BART Police will not share
information with ICE or any agency conducting immigration enforcement or
removal operations. ALPR Information is only shared with other law
enforcement possessing a need and legal right to know.

In response to subpoenas

Pursuant to a Court Order

Criminal Investigations by Law Enforcement Agencies

In accordance with all applicable California State law

BART’s citation processing agency

NCRIC specifies that Immigration enforcement is not considered a valid justification for
use of the system. As such, ICE and any agency or officers working immigration
enforcement or removal processes are not permitted to use the system.

(E) The title of the official custodian, or owner, of the ALPR system responsible for
implementing this section.

BART shall be the owner and official custodian of the ALPR System and any data
collected there from. The BART Chief of Police, District Legal and BART Police
Internal Affairs will have specific oversight authority of the Program.

(F) A description of the reasonable measures that will be used to ensure the accuracy of
ALPR information and correct data errors.

ALPR System Efficiencies is 98% with a correct Read Rate of 95% resulting in proper
documentation of incidents. Annual Certification of the System conducted by third party
calibration service parties will ensure the system is maintained at factory read rates.

(G) The length of time ALPR information will be retained, and the process the ALPR
operator will utilize to determine when to destroy retained ALPR information.

Staff will adhere to the District’s Surveillance Ordinance. The data from the ALPR and
assorted camera system shall be collected, retained and stored in accordance with BART



Surveillance Ordinance. Data captured from the ALPR and camera system will
automatically be downloaded onto a secure data storage system maintained by NCRIC
where it will be stored based on the systems' design and recording capabilities before
being overwritten by new data; up to to thirty (30) days for routine matters as outlined in
section 707.1.5 of BART Surveillance Ordinance. Cases under active criminal
investigation may be retained up to a year. Data shall not be stored beyond 1 year except
by subpoena, court order or during an ongoing investigation. Further NCRIC retention
policy specifies data is only retained for the period as specified by the originating agency
(BART). The creation date is automatically tracked for every ALPR data point, and once
the lifespan of that point is exceeded, it is removed via automated nightly processes.
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